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Underwater environments are emerging as a new frontier for data science thanks to an increase in deployments of underwater sensor
technology. Challenges in operating computing underwater combined with a lack of high-speed communication technology covering
most aquatic areas mean that there is a significant delay between the collection and analysis of data. This in turn limits the scale and
complexity of the applications that can operate based on these data. In this paper, we develop underwater fog computing support
using low-cost micro-clouds and demonstrate how they can be used to deliver cost-effective support for data-heavy underwater
applications. We develop a proof-of-concept micro-cloud prototype and use it to perform extensive benchmarks that evaluate the
suitability of underwater micro-clouds for diverse underwater data science scenarios. We conduct rigorous tests in both controlled
and field deployments, using river and sea waters. We also address technical challenges in enabling underwater fogs, evaluating the
performance of different communication interfaces and demonstrating how accelerometers can be used to detect the likelihood of
communication failures and determine which communication interface to use. Our work offers a cost-effective way to increase the
scale and complexity of underwater data science applications, and demonstrates how off-the-shelf devices can be adopted for this

purpose.
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Fig. 1. Complexity of moving underwater collected data to computing infrastructure. (a) Surface-based deployments can only support
underwater infrastructure that is close to coastal areas, (b) Major areas of marine litter are far from data centers and also in areas
that are far from coastal regions, (c) Inland regions, such as lakes, rivers and streams, also can be poorly covered by communication
infrastructure.

1 INTRODUCTION

Underwater environments are slowly emerging as the new frontier for data science. Indeed, underwater sensors ranging
from hydrophones [53] to video cameras [54] and sensors measuring salinity, pH or other water characteristics are being
increasingly deployed. Data from these deployments can then used to support a variety of underwater applications,
such as oil pipeline monitoring [2, 33], fishery management [57, 64], reef and fish school estimation [10, 31], and
harbour safety monitoring [45]. Challenges in operating computing underwater combined with a lack of high-speed
communication technology result in limited computing infrastructure being available to the devices that produce the
data. This results in significant delays between the collection and analysis of data, which in turn limits the scope and
scale of applications that can take advantage of these deployments and the data they produce [25, 56]. Overcoming
this limitation requires providing access to computing resources close to the data sources. Indeed, this is essential for
the adoption of applications that increase the awareness of the underwater contexts. Examples of these applications
range from increasing coverage of underwater pollution [15], forecasting for litter navigation and area growth [50],
and real-time analysis of the impact of pollution in marine species [63]. Having computing resources close to the data
sources can also facilitate the design of communication infrastructure, e.g., by using direct device-to-device underwater
connectivity instead of relying on underwater-to-surface and surface-to-cloud connectivity.

Currently, the main approach for augmenting the computational resources of underwater sensors is to rely on surface-
based infrastructure, such as ships or buoys, which can offer computing infrastructure or act as gateways to land-based
infrastructure. The key limitations of this approach are that it only supports limited depths and distances from land-based
infrastructure and that it requires specialized communication interfaces, such as laser-based optical communication [13,
62, 66], to relay the data from the underwater sensors to the surface. Using surface-based infrastructure to relay data
to remote infrastructure is only feasible in coastal areas that are near populated areas as high-speed and bandwidth
communications require base stations to be sufficiently close to the gateways — around 10km or at most few tens of
kilometers (Fig. 1a). This means that most areas of interest cannot benefit from this approach, e.g., areas with heavy
marine litter concentrations are far from computing and networking support (Fig. 1b), and even inland areas, such as
rivers, lakes and streams often lack access to suitable computing infrastructure (Fig. 1c). While there have been recent
efforts to bring data-centers closer to marine areas [17], these are also likely to target coastal areas located close to
densely populated urban areas rather than become a widely adopted solution for underwater data processing.
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We contribute a fog computing! solution for underwater data science that relies on submerged commercial-off-the-
shelf (COTS) devices to deliver cost-effective and decentralized solutions to access computing and storage resources.
We develop a proof-of-concept offloading framework and two prototypes that use COTS micro controllers (such as
Raspberry PI) as the devices that deliver fog computing support for underwater applications (i.e., as fog nodes). By
using inexpensive, small and energy-efficient COTS components, the fog can be integrated into AUVs, buoys, ships and
other underwater infrastructure. This can be used to deliver on-demand support for processing and help to scale-up
underwater data science. We focus on a micro-cloud architecture where multiple devices collaborate to provide the fog
computing support as this is best suited for resource constrained devices and can be implemented cost-effectively [23, 39].
Our approach can even take advantage of standard communication interfaces, e.g., we demonstrate that Wi-Fi interfaces
can be used to enable interactions with the micro-cloud as long as the distance from the devices is sufficiently small.
Indeed, our solution offers comparable networking performance to established techniques, such as underwater LoRa [42],
while being able to perform computations underwater. The range and bandwidth of communications can be further
enhanced using advanced communication interfaces, e.g., advanced optical communications can deliver 10 Mbps data
transmission with a range of 40 meters [36].

We demonstrate the feasibility and practical benefits of our solution through extensive benchmarks that involve
both surface-based and underwater computing tasks in differing water conditions, including tests carried out during
a recreational scuba dive where the solution is deployed on the seabed. We first evaluate the suitability to support
diverse applications using tasks that are representative of the needs of underwater data science, while at the same
time being part of established fog computing benchmarks [46]. We follow these experiments with tests conducted
in underwater settings and focusing on object detection from camera footage, a common task in underwater data
science that is relevant, e.g., for pollution detection, biodiversity estimation, and pipe leakage detection [56]. The results
of our experiments demonstrate that micro-clouds can indeed provide general purpose support for a wide range of
underwater computing tasks and that they are capable of operating even in complex underwater environments. Standard
communication interfaces, such as Wi-Fi, are sufficient for maintaining connectivity within the devices forming the
micro-cloud as long as the devices are within the same container. Clients can communicate with the micro-cloud as long
as they are sufficiently close to the container (i.e., few centimeters), though specialized underwater communications
technologies can be used to extend the range at which clients can send requests to the micro-cloud. Despite offering
only short-range, the practical implication of these results is significant, suggesting that even relatively simple COTS
underwater drones that lack dedicated communication interfaces could be used to support underwater data science by
attaching a separate fog container into them that uses COTS technologies rather than having to integrate complex
communication interfaces. In terms of computational performance, we find COTS devices, such as Raspberry PIs, to
have sufficient computational power for most underwater data science needs, but the performance slightly drops as
the depth of the container is increased. The drop is highest at shallow depths (due to heat accumulation inside the
container) and the performance plateaus at deeper depths. We also demonstrate that optical communications are a
good candidate for extending the communication range, but the stability of connectivity depends on the calmness of
the water. Finally, we demonstrate that accelerometer-based motion analysis can be used to optimize the performance
of the micro-cloud, e.g., by regulating resource usage and identifying conditions where communications are most likely

to succeed.

1We define fog computing as decentralized support for computing and data processing that is offered close to the source of data. This definition is adapted
from [79] and aligns with the original definition of fog computing by Cisco.
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Summary of Contributions

¢ Novel Underwater Fog Solution. We develop a novel fog computing approach for underwater data science
that uses low-cost micro clouds.

e Scalable and Cost Effective Processing Support for Underwater Deployments. As we exploit COTS de-
vices to create fog nodes, our proposed solution can be deployed and replicated at a large scale with ease.

e Novel Insights. We perform rigorous benchmarks to assess the performance of micro-clouds in underwater
environments, offering novel insights into how depth, turbidity and distance affect performance and commu-
nication of collaborative micro-clouds. Besides controlled experiments, we also provide a detailed analysis of

micro-cloud deployment in the open sea.

2 FEASIBILITY EXPERIMENT

Our work targets the need for general purpose solutions that can support the processing needs of a wide range of
underwater applications. Micro-clouds consisting of commodity devices are a promising solution for delivering such
support as they are inexpensive, readily available and can support common processing tasks [40]. The inexpensiveness
of the components lowers the potential economic consequences of equipment failures and allows for denser and
faster deployments. Note that, unlike conventional scenarios for fog computing, underwater scenarios benefit even
from low-end devices as the main requirement is to have dedicated computing support available. Indeed, underwater
platforms typically have very limited computational units due to navigation and maneuvering being the main functions
that need support. At the same time, computing support cannot be easily integrated onto these devices due to the
need of having waterproofing for the hardware and software components [56]. We envision the micro-clouds to be
deployed either by submerging them as separate components or by attaching them as modules to the device operating
in underwater environments. For example, the micro-cloud could be placed as a separate container on top of an AUV
that is responsible for collecting and analyzing underwater measurements [26] or operate as part of buoys or other
observation stations [71].

Feasibility Experiment: We first conduct controlled benchmark experiments to explore the feasibility of deploying
functional micro-clouds and analyzing the influence submerging has on their computing power and other resources. We
built a micro-cloud from a Raspberry Pi 4 (RPi4) micro-computer that is encased into a waterproof glass container (see
Section 4 for further details of the experimental setup). We use a Raspberry Pi because it is one of the most common
IoT devices used for rapid prototyping - yet it cannot be used for underwater IoT by default. A single RPi4 has limited
computing resources and thus alone is insufficient for large-scale applications, but collaborative processing can be
used to enable more powerful processing by aggregating and interconnecting multiple such devices [3]. In practice the
fog should be able to provide sufficient computing power to analyze the data that is captured from its vicinity. The
most common type of data are images or videos, with other types of data including environmental parameters (e.g.,
salinity, temperature or pH). RPi4 is sufficient for processing this kind of data and even for running deep learning
based object detection on the images [56]. For this reason, we first focus on benchmarking the individual processing
capabilities of a RPi4. We developed a lightweight fog service on RPi4 that can be requested by users and that follows a
client-server architecture. After submerging the micro-cloud in water, we then analyze the influence of water when
connecting to the micro-cloud to use its computational resources. For these controlled benchmarks we consider only
shallow depths (few centimeters) to limit the risk of equipment loss. Later on in the paper (Section 7) we consider more
realistic operating environments where the devices are submerged to a depth of several meters.
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Experimental Task and Setup: We perform the feasibility benchmarks using a computing task that provides a
constant and uniform response time and incorporates resource-intensive processing. By controlling these properties
of the task, we ensured that the controlled experiment is not in uenced by non-deterministic computing behavior.
The selected task corresponds to a primality test and search, i.e., nding all prime numbers within a given list of
numbers. In the experiment, a client sends a request to the micro-cloud based fog service containing 2(gtteher
numbers within the interval ofLO0000 105000The service takes the request and identi es the prime numbers in

the list, and sends the result back to the client. To analyze multiple clients sending requests to the service, we use
JMetef to simulate di erent workloads of users. We use an increasing workload frb@®to 500users to analyze the
capacity of the micro-cloud to handle the workload. We emulate di erent connectivity conditions by varying the depth

at which the micro-cloud is being submerged. In these controlled experiments we rely on the standard Wi-Fi interface
for communication between the devices.

Results: Figure 2 shows the performance results of the micro-cloud when handling di erent workloads of concurrent
users. To measure the performance, we estimate the RTT (round trip time) from users completing requests successfully.
We measure the performance of handling the workload on the surface (baseline) and underwater using the same setup.
Figure 2a and d show the results outside the water (baseline). We then proceed to analyze the in uence of water for
handling di erent computational workloads. Figures 2b,c,e and f depict the results of handling workload underwater.
From these results, we can observe that the micro-cloud can handle workload when it is submerged with minimal
overhead when compared to the baseline ( gure 2b and e). We found that in distances betiwe®om from the surface
(referred to as Depth-1 in the gure), the micro-cloud can complete every workload successfully. Between six and twelve
centimeters (Depth-2 in the gure 2c and f), the transmissions start to be unreliable and the micro-cloud drops some
requests. The loss in connectivity also a ects performance, which is mostly due to the higher overhead caused by the
Wi-Fi interface when packets are lost. Wi-Fi is well known to su er from very poor underwater propagatib@,[which

implies that the client and micro-cloud must indeed be located within a few centimeters of each other. Note that this
only concerns the communication from the client to the micro-cloud and internally the devices forming the micro-cloud
can use Wi-Fi or other standard communication interfaces whenever they are deployed in the same container. Naturally
integrating all components into the same container increases heat accumulation inside the container, but this is only an
issue at shallow depths (around one meter or less) as at deeper depths the confounding e ect of sunlight is decreased,
water temperature is cooler, and increased water pressure outside the container also facilitates cooling. Another option
for extending the range is to use acoustic or optical communication technology, which can reach depths of several
meters [13, 62]. We explore one such solution in Section 6.

Lastly, we analyze the in uence of sudden water motion when the micro-cloud is submerged. We inspect solely
the rst depth class as it corresponds to the case where the micro-cloud can be accessed without dropping requests.
To analyze the in uence of water motion, e.g., waves, currents and tides, for accessing computing resources of the
micro-cloud, we place an accelerometer sensor oating in the water surface in a glass container while having the
micro-cloud submerged. We then proceed to capture water motion on the surface while handling workload of users.
Figure 3 depicts the results, indicating di erent types of water motion. In particular, Figure 3a and 3b depict situations
where water surface has a low motion. During this type of motion, micro-clouds can complete computing workload of
users smoothly. In contrast, Figure 3c and 3d indicate the behavior of a water surface induced suddenly by nearby water
vehicles. When this occurs, the water surface depicts high motion and makes the connectivity with the micro-cloud

2https:/ljmeter.apache.org/
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