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ABSTRACT

People increasingly carry wearables and the capabilities of these
devices have reached a point where it is increasingly possible to
harness the devices to support everyday interactions. We contribute
a new use of wearables by demonstrating how they can be used to
safeguard against drink spiking, the deliberate act of adding sub-
stances to another person’s drink. We design Hedgehog, a pervasive
sensing approach that re-purposes the optical sensors in off-the-
shelf wearables to identify spiked drinks by analysing differences in
light reflectivity resulting from small particles inside the drink. We
present a wearable prototype inspired by a smart ring design and
conduct rigorous experiments that show the Hedgehog reaches up
to 89.71% accuracy in detecting drinks that are tampered with. Our
work demonstrates how pervasive sensing enables innovative ap-
plications and how smart wearables can be re-purposed to support
personal safety.

CCS CONCEPTS

« Human-centered computing — Ubiquitous and mobile com-
puting.
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1 INTRODUCTION

Drink spiking, the deliberate act of adding substances to drinks, is a
worrisome trend that is being fueled by easier access to substances.
Drink spiking is generally perpetrated by someone with the inten-
tion to making a victim more vulnerable to assault. A study among
student populations showed that almost 8% of all students have
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had their drink spiked at some point [16], highlighting how drink
spiking is indeed a significant and a real threat to people. The public
perception is that drink spiking is limited to slipping drugs or seda-
tives into alcoholic drinks. However, drink spiking can also target
non-alcoholic drinks, such as water, soda, soft drinks, or juices.
Drink spiking is a critical problem to overcome as it can cause
victims severe danger, anxiety, and physical or mental harm [2, 15].

Detecting drink spiking is unfortunately difficult as the spiking
typically happens in crowded social occasions where it is impossible
to consistently keep a watchful eye on the drink container and its
contents. Substances that are commonly used in drink spiking also
are not directly visible, making it difficult to realize when the drink
has been tampered with. To safeguard individuals against drink spik-
ing, there is a need for solutions that can identify when the drinks
have been tampered with. At the same time, these methods need to
be unobtrusive to ensure they are acceptable in social contexts. Cur-
rently, no such solution exists, and the primary countermeasure has
been to design guidelines and advice for raising awareness about
the problem. For instance, requesting sealed products when buying
them, keeping an eye on the drink, avoiding leaving drinks unat-
tended and so forth. Unfortunately, these methods are ineffective in
reducing the issue as people tend to underestimate the possibility
of spiking. Indeed, spiking can occur in a short amount of time
without the victim realizing it. It is also difficult to visually identify
whether a drink has been spiked or not. While drug manufactur-
ers are starting to take steps to reduce the possibility of spiking,
e.g., by incorporating a colorant that reacts heavily with water, not
all drugs can include colorants. Similarly, while there have been
some technological solutions for identifying spiked drinks, e.g., by
analysing samples of the drink contents, these are not feasible as
a practical solution for everyday interactions as they lack porta-
bility and require specialized equipment. Thus, new solutions to
overcome these limitations are needed.

We contribute Hedgehog as an innovative pervasive sensing so-
lution for identifying drink spiking. Hedgehog re-purposes optical
sensors on wearables, such as smart rings or smartwatches, to iden-
tify changes in light reflectance that are caused by small particles
inside a drink. Hedgehog identifies drink spiking by first establish-
ing a reference fingerprint of a drink and then monitoring changes
in this reference fingerprint. Through rigorous benchmarks that
consider different types of drinks and pill-sized doses of compounds
being introduced into drinks, we demonstrate that Hedgehog can
accurately and robustly identify drink spiking and achieve up to
89.71% accuracy in detecting drinks that have been tampered with.
Our results demonstrate a novel use for wearables that can improve
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